OCKZ :: COWPLETE COURSE FOR CAREER & FREELANCI NG :: v2026

COVPLETE
CYBERBL OCKZ
COURSE

[ > FOR CAREER & FREELANCI NG — 2026 < }

ETHI CAL HACKI NG CTF MASTERCLASS BUG BOUNTY
100+ HRS 40 HRS 60 HRS
ONLI NE - TELUGU ONLINE - TELUGU ONLINE - TELUGU
200+ 19+ 10+ O+
TOTAL HOURS EH MODULES CTF TOPI CS BB TCOPI CS
[l Instructor: Pranay from CyberBlockz | Online Training | 2026 Edition

v2026.1 | cyberbl ockz COWLETE COURSE —career & freel ancing
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> COVPLETE COURSE OVERVI EW

/'l CyberBl ockz offers a conplete end-to-end cybersecurity training path designed for
begi nners through professionals. Mster Ethical Hacking, conpete in CTF chall enges, and
earn through Bug Bounty programs —all in one structured program

ETH CAL HACKI NG COURSE

[ TRACK 01 ] 100+ Hours | 19 Modul es

= Master Networking, Linux & Lab Setup from

Begi nner to Advanced

= Mal ware, Social Engi neering, DoS & Session

Hi j acki ng

m Wreless Networks, Cryptography & Firewal |

Config

= | ndustry-Recogni zed Certification upon

conpl eti on

scratch
m Learn Footprinting, Scanning, Enuneration &
Recon
m Vulnerability Assessnent, System & Web App
Hacki ng
[ TRACK 02 ] CAPTURE THE FLAG MASTERCLASS

m Understand CTF formats: Jeopardy,
At t ack- Def ense, Hybrid
m Set up professional CTF |ab environnents and

tool i ng

m CTF solving phases, privilege escalation &
pr oxyi ng
[ TRACK 03 ] BUG BOUNTY COURSE

m OMSP Top 10: Injection, XSS, CSRF, SSRF
Broken Auth
= Advanced: Paraneter Tanpering, LFI/RFl, SSRF

CSRF
m BurpSuite Pro, N kto, OMSP ZAP & Nessus
hands- on

40 Hours | 9 Modules | Internediate to Expert

Desi gn and host your own CTF chal |l enges from
scratch

Research | atest CVEs and real -worl d

vul nerability studies

Earn via CTF freel ancing —submt and sell
chal | enges

Wite professional vulnerability reports for
bounti es

Real -wor| d case studi es of successful bounty
hunt er s

Web pat ch nanagenent & responsi bl e disclosure
practices



@—SYSTOUERY">> ELI G BI LI TY_WAY. j son

> WHO CAN LEARN & VWHY CYBERBLOCKZ?

[ VWHO CAN LEARN ] ]

[ COLLEGE STUDENT ]
Start shaping your career
i n-demand et hi ca

right from coll ege by | earning
hacki ng & cybersecurity skills.

hacki ng

01

[ GRADUATE ]

Upski I | yoursel f, prepare for a bright future and

ki ckstart a career in cybersecurity with certifications.
02

[ COLLEGE DROPQUT ]

Not sure which career is right? Learn ethica

with us to instantly |land your first job in the field.
03

[ CAREER SW TCHER ]

Switch to ethical hacking —one of the npst denanded

and highly-paid skills globally in 2026
04

[ VHY CYBERBLOCKZ ONLY ]

m TRUSTED 1.5L+ LEARNERS
#1 choice in Tel angana —training quality &
support that stands out.

m FLEXI BLE ONLI NE LEARNI NG
Weekend bat ches for working professionals,
flexible timngs.

m JOB ASSI STANCE
Resune buil ding, interview prep & direct conmpany
interviews arranged.

m HANDS- ON LI VE PRQJIECTS
Practice on real websites with prem umtools —
not dummy environnents.

m 100% PRACTI CAL ORI ENTED
Regul ar assi gnnments, assessnents and real
hands-on projects al ways.

m EXPERT TRAI NERS (6+ YRS)
Industry trainers with 6+ years of
cybersecurity experience.

real -world

m | NDUSTRY CERTI FI CATI ON
Nationally & internationally valid certificate
to share on your resune.

m COVPREHENSI VE CURRI CULUM
I ndia'"s nost conprehensive curricul um covering
all depths practically.



>> TRACK 01_CURRI CULUM j son

vV &

\%

>

root @yber bl ockz: ~/track01 . .
./start _track.sh --track=01 --nane="ETH CAL HACKI NG'
Duration: 100+ HRS | Modules: 19

Language: Tel ugu

Setting up ETH CAL HACKI NG envi ronnent. . .
[ READY] Track 01: ETHI CAL HACKI NG — 2026

| Mde: Online

TRACK 01

ETH CAL HACKI NG

/1l The foundation of al
web app attacks,

hacki ng,

100+ HRS

DURATI ON

cybersecurity skills. Mster networking, system
wi rel ess networks, cryptography and nore —from
scratch to advanced

19 MODULES PAOYAS) LI VE

CURRI CULUM

EDI TI ON PRQIECTS

v2026.1 | cyberbl ockz COWLETE COURSE —career & freel ancing
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> ETH CAL HACKI NG CURRI CULUM

| NETVORKI NG GONGEPTS

What
Wor ks
Types of Networks and What is | P Address
I Pv4d vs | Pv6 /| Types of | P Address
Introduction to MAC Address

Rol e of Ports in Networking

Introduction to Router and its El ements
What is OSI Mbdel and How does it Wrk
What is TCP/IP Mbdel and How does it Work
CSl vs TCP/ I P Model Conpari son

Net wor k Prot ocol s and Types of Protocols
How TCP Works / TCP vs UDP

Domai n Name, DNS and DNS Records

HTML. Request & Response / Request Met hods
Capturing & Anal ysing Packets (W reshar k)

i s Conputer Networking & How it

| | NTRODUCTI ON TO ETHI CAL HACKI NG

What is Ethical Hacking? Types of Hackers
Types of Attacks on a System
Cybersecurity Laws & Regul ati ons

What is Linux & Cool Features of Linux
Basic File System of Linux

Basi ¢ Li nux Commands (Practical)

Advanced Li nux Commands (Practical)

| SETTI NG UP ETH CAL HACKI NG LAB

Installing Kali Linux in Virtual Box
Configuring Kali Linux

Downl oadi ng a Good Wordl i st
Installing Burp Suite Pro
Installing Nessus

G her Tools with their Mdul es

| FOOTPRI NTI NG AND RECONNAI SSANCE

What are Footprinting and Reconnai ssance
Types of Footprinting & Reconnai ssance
Foot pri nting Through Search Engi nes
Advanced Googl e Hacki ng Techni ques
Foot printing Through Soci al Networ ki ng
Sites

Website Footprinting (Netcraft,

Wappal yzer)

Emai | Footprinting (Email Tracker Pro)
DNS Foot printing (DNSenum DNS Lookup)
MX Lookup, NS Lookup

WHO S Foot printing

Foot pri nting Through OSI NT Franewor k

SCANNI NG NETWORKS

What is Network Scanni ng

Net wor k Scanni ng Met hodol ogy

Types of Network Scans

Checking for Live Systens and Buffer Size
Checking for Open Ports

Checking for Services on Ports

Checking for Software with Versions

OS Fingerprinting & Banner G abbing
Count er neasur es

Savi ng XM. Report for
Conver si on
Tool s: Pi ng,
hpi ng3

Metasploit &

Nmap, Zennmap, Msscan,

ENUMERATI ON

VWhat is Enuneration & Types
Default Ports Overview

How t o Enunerate Net Bl OS
How t o Enunerate SNWP
How t o Enunerate SMIP
How t o Enunerate NFS
How t o Enunerate DNS
How to Enunerate All
Count er neasur es
Tool s: Nmap, MSF, Arnmitage,

Servi ces

Net Cat



@—SYSTTORD™S> EH MODULES. j son [ 2/ 3]

> ETH CAL HACKI NG CURRI CULUM

| VULNERABI LI TY ASSESSMENT

What is Vulnerability Assessnent

Cl assification of Vulnerability

Vul nerability Assessnment Lifecycle

Vul nerabi lity Assessnment Sol utions

Vul nerability Scoring Systens

Scanning for Vulnerability in Nmap Scans
MSF, Exploit DB, Armtage

Vul nerability Scanni ng —ZAP ( OMSP)

|BE.NGAN0WM

Layers of Internet:

Deep/ Dar k/ Sur f ace/ H dden Web

Changi ng User Agent (Random User Agent
Swi t cher)

Changi ng MAC Address (Macchanger)

Auto Run Shell Script (MAC Changer)
Changi ng W-Fi MAC Address
Configuring Proxy (Mnual
Configuring VPN (Free VPN)
Wio is Best for |IP Anonymity
Anonynous Configuration in Linux
Accessing Dark Wb (Tor Browser)
Creating Dark Web Website (Tor Server)

and Tor Proxy)

| SYSTEM HACKI NG

= \What

i s System Hacki ng & Met hodol ogy
Cracki ng W ndows Password (Pwdunp,
ophcr ack)

Creating a Good Password List (crunch)
Escal ate Privileges in Linux

Escal ate Privileges in Wndows OS

Syst em Hacki ng via URL (Canera, Location,
etc.)

URL Maski ng

Syst em Hacki ng via Open Ports (Nmap,
Net Cat )

MSF, Armitage, Exploit DB

Syst em Hacki ng usi ng Net Cat

What is Steganography & Types

St eganogr aphy Practical (Open Stego)

MALWARE THREATS

VWhat is Mal ware & Exanpl es

VWhat is a Trojan

What are Viruses and Wrns

Types of Ml ware Anal ysis

Static Malware Anal ysis

Dynani ¢ Mal ware Anal ysi s

How to Create RAT Trojan (HTTP, RAT)
Creating Payl oads (MSF)

Creating Undet ect abl e Payl oads

SNI FFI NG

m Wat is Sniffing
m How an Attacker Hacks the Network Using

Sniffers

Acti ve Scanni ng Techni ques

Types of Sniffing Protocols Vulnerable to
Sni ffing

Fl oodi ng Setup DHCP Rouge (M TM Att ack)

m Sniffing with Wreshark

m Tool s:

W r eshar k, TCPDUVP

SOCI AL ENG NEERI NG

What is Social Engineering & Types
Human- Based Soci al Engi neeri ng
Conput er - Based Soci al Engi neeri ng
Mobi | e- Based Soci al Engi neering
Soci al Engi neering using SET (Socia
Engi neering Tool ki t)

DOS & DDOS ATTACKS

What is DoS Attack / What is DDoS Attack
Basi c Categories of DoS/ DDoS Attacks
Vectors DoS in Networking (hping3, NMSF)
DoS in Websites / DoS Using Prograns
CPU and Menory Utilization Conmands
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>

ETH CAL HACKI NG CURRI CULUM

| SESSI ON H JACK NG

What is Session Hijacking

Way is Session Hijacking Successful

Sessi on Hijacki ng Process

Types of Session Hijacking

Perform ng Session Hijacking (Burp Suite,
Ettercap)

HACKI NG VEB SERVERS & WEB APPS

What is Web Server & Wb Server Attacks
Web Server Attack Methodol ogy

Web Application Concepts

Web Application Hacki ng Met hodol ogy

HACKI NG W RELESS NETWORKS

What is Wrel ess Networking

Types of Wreless Encryption

Conpl et e Hacking WEP (W-Fi) Basic to
Advanced

WPA/ WPA2 (Air Packages)

CRYPTOGRAPHY

What i s Cryptography

Di fference: Encoding vs Hashing vs
Crypt ogr aphy

Types of Cryptography & How it Works
Crypt ography Tool s

Hashi ng Tool s

Encodi ng Tool s

SYSTEM SECURI TY (Firewal |, WAF,

Anti vi rus)

Al'l About Firewalls

QU W ndows Firewall Configuration
QU Linux Firewall Configuration
WAF in Linux Config —MXD




>> TRACK_02_CURRI CULUM j son

' N\
root @yber bl ockz: ~/track02 . .
$ ./start_track.sh --track=02 --name="CTF MASTERCLASS"
> Duration: 40 HRS | Mbdules: 9
> Language: Telugu | Mode: Online

> Setting up CTF MASTERCLASS envi ronnent. ..
[ READY] Track 02: CTF MASTERCLASS — 2026

TRACK 02

CTF MASTERCLASS

/| Take your hacking skills conmpetitive. Learn to solve, build and noneti se
Capture The Flag chal l enges across Jeopardy, Attack-Defense & Hybrid

f or mats

40 HRS 9 MODULES 2026 LI VE

DURATI ON CURRI CULUM EDI TI ON PRQIECTS

v2026.1 | cyberbl ockz COWLETE COURSE —career & freel ancing
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> CTF MASTERCLASS CURRI CULUM

| | NTRODUCTI ON TO CTF' S PROGRANG

m Wat is CTF (Capture The Fl ag)?
m Types of CTFs: Jeopardy, Attack-Defense
Hybri d

m Overvi ew of popular CTF pl atfornms

| | DENTI FYI NG SERVI CES & UTI LI ZATI ON

m Under st andi ng Cormon Ports and Servi ces

m How to use those services in real tine

m Configuration files and inportant
commands

m Witing and using Automation Scripts

CTF LAB SETUP

m Setting up Virtual Environnments
m Installation of required files and tools
m Installation of Assessnment Lab

envi ronnent s

CTF SOLVI NG TECHNI QUES

Phases of Sol ving a CTF Chal | enge
Initial Phase Hacki ng Techni ques
Under st andi ng the OS Level Structure
Privilege Escal ati on Techni ques
Reverse Proxy & Port Forwardi ng
Techni ques

CTF CREATI ON TECHNI QUES

m Choosing the Right Operating System
m Basic Design Principles for CTF

Chal | enges
m User Level Configurations
m Checking and Elimnating Rabbit Hol es
m Hosting CTF Challenges in Real Tine

RESEARCH FCOR LATEST VULNERABI LI TI ES

m Real -worl|l d Case Studies of Bugs
m Platforns to Find the Latest
Vul nerabilities

HOW TO EARN VI A CTF' S ( FREELANCI NG

m Platforms to Subnmit and Mnetize CTF
Chal | enges

m Finding and Approaching Clients to Sell
CTFs

LABS & PRACTI CAL ASSESSMENTS

m Hands-on Practice with Vul nerabl e
Appl i cati ons
m Live Capture the Flag (CTF) Chall enges

PREREQUI SI TES

m Advanced Networking Skills
m Knowl edge of Kali Linux Operating System
m Familiarity with Top 10 OMSP
Vul nerabilities
m Basi ¢ Know edge of Cybersecurity Tool s

v2026.1 | cyberbl ockz COWLETE COURSE —career & freel ancing
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root @yber bl ockz: ~/track03 . .

$ ./start_track.sh --track=03 --nanme="BUG BOUNTY COURSE"
> Duration: 60 HRS | Modules: 9

> Language: Telugu | Mode: Online

> Setting up BUG BOUNTY COURSE environnent. ..

[ READY] Track 03: BUG BOUNTY COURSE — 2026

TRACK 03

BUG BOUNTY COURSE

[/ Turn your skills into incone. Master web vul nerabilities, professional
bug reporting, and earn through real-world bug bounty prograns gl obally.

60 HRS 9 MODULES PAOYAS) LI VE

DURATI ON CURRI CULUM EDI TI ON PRQIECTS

v2026.1 | cyberbl ockz COWLETE COURSE —career & freel ancing
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> BUG BOUNTY CURRI CULUM

| | NTRODUCTI ON TO BUG BOUNTY PROGRAMS | CASE STUDI ES

m \What is Bug Bounty and How it Works m Real -world case studies of successful bug
m Overview of Penetration Testing bounty hunters
m Ethical Hacking and its Legal m Anal ysis of high-severity vulnerabilities
I nplications f ound
02 | OMSP TOP 10 VULNERABI LI TI ES VB PATCH MANAGENMENT
1. Injection (SQ Injection, Command m | nportance of Patch Managenent in Wb
I nj ection) Security
2. Broken Aut hentication m Techniques to Effectively Manage Patches
3. Sensitive Data Exposure
4. Security M sconfiguration
5. Cross-Site Scripting (XSS) 05 LABS & PRACTI CAL ASSESSMENTS
6. Broken Access Control

Hands-on Practice wi th Vul nerabl e
ADVANCED VULNERABI LI TI ES Appl i cati ons
Capture the Flag (CTF) Chal |l enges

1. Paraneter Tanpering

2. Local and Renote File I|nclusion PREREQUI SI TES
(LFI/ RFI)

3. Server-Side Request Forgery (SSRF)
4. Cross-Site Request Forgery (CSRF) m Basic Networking Skills

m Knowl edge of Kali Linux Operating System
| BUG BOUNTY HEAVY TOOLS

m BurpSuite Pro —Hands-on | abs for testing
vul nerabilities

m Nikto —Web vul nerability scanning

m OMSP ZAP —Aut onati on strategies

m Nessus —Automation for penetration
testing

75 | REPORTI NG BUGS & GUI DELI NES

How to Wite Clear and Detail ed Bug
Reports
Vul nerability Disclosure Best Practices



X >> CAREER _PATHS. j son

>

[ CAREER OPPORTUNI TI ES ] j

PENETRATI ON TESTER m4L-m18L/yr
Test systens for vulnerabilities on behalf of org
H gh denmand across | T, banking, government sector

BUG BOUNTY HUNTER $100-$50, 000/ bug
Find and report vulnerabilities in conmpany progra
Earn payouts from Hacker One, Bugcrowd, Intigriti.

CYBERSECURI TY CONSULTANT m6L-m30L/yr
Provi de expert advisory to businesses on security
Hi gh- paying freelance or full-time consulting ro

[ FREELANCI NG | NCOVE STREAMS ]

m Bug Bounty Prograns HackerOne, Bugcrowd,
m CTF Platforns CTFtine, HackTheBox,
m Freel ance Market pl aces

Upwor k, Fiverr,

m Direct Consulting Linkedln outreach,

CAREER & FREELANCI NG PATHWAYS

Intigriti,

Fr eel ancer,

referral s,

SECURI TY ANALYST m3.5L-m15L/yr
Moni tor, detect and respond to cyber threats in real
Work in SOCs, MSSPs or in-house security teans.

CTF CHALLENGE CREATOR m5K-m50K/ chal | enge
Design & sell CTF challenges to platfornms and enterpi
Freel ance through Upwork, Fiverr, direct clients.

ETHI CAL HACKI NG TRAI NER m4L-—m20L/ yr
Teach et hical hacking at acadenies, colleges or onlil
Bui | d your own training brand using CyberBl ockz skill

YesWeHack, Open Bug Bounty

TryHackMe, Pi coCTF, Root- M

Topt al , Peopl ePer Hour

personal brand buil di ng

m Content Creation YouTube, bl ogs,

online courses —noneti se your expertise

v2026.1 | cyberbl ockz COWLETE COURSE —career & freelancing



@—SYSTTORD™S> TESTI MONI ALS. | 0g

> STUDENT TESTI MONI ALS

VENKATA SAl
oooog

Perfect course for beginners.
Everyt hi ng expl ai ned clearly
wi th exanpl es. Even wi thout
background know edge, you can
easily follow

MOHAMVED ABBAS
aogog

Fantastic for beginners and
prof essi onal s al i ke. Hands-on
| abs and real -world scenari os
made | earni ng practical and
engagi ng

NAVEEN KUVAR
oooog

The course was anezi ng.
Teaching style is excellent
maki ng tough concepts fee
sinple. Truly grateful for
the effort put into teaching

RAJESH KORRA
aooog

Thank you trai ner Pranay and
Cyber Bl ockz for the enhanced
training. Content covers

begi nner to pro. Highly
recommend

THONDANVANATI  CHARAN
oooog

So happy | joined. Mssed a
few live classes but they
provi ded recordi ngs and
cleared all doubts in the
very next class.

GOPALA KRUSHNA
aooog

Trai ner nakes content easy to
| earn and answers al
questions. Learned nany
conpl ex concepts. Recommend
to anyone interested.



@—S¥S=AE6H-EN >> ENROLL_COVPLETE COURSE. sh

START YOUR COVPLETE CYBERSECURI TY

JOURNEY W TH CYBERBLOCKZ
> 200+ Hours | 3 Tracks | Career & Freel ancing

/'l Ethical Hacking + CTF Masterclass + Bug Bounty —2026 Edition

I [ TOTAL DURATI ON ] 200+ Hours across 3 conpl ete tracks

I [ FEES ] What sApp us —varied di scounts avail abl e
I [ DEMO CLASS ] What sApp to Book 1-Day Free Denp C ass
I [ PHONE ] +91 8074557618

[ CONTACT US ]

‘ [ EMAIL ] pranay@yber bl ockz. org
‘ [ PHONE ] +91 8074557618
‘ [ | NSTAGRAM ] @yber bl ockz_offici al
‘ [ YOUTUBE ] @yber bl ockz
‘ [ VEBSI TE ] live.cyberbl ockz. org



